Transformation to the digital system has made life easier, and the acceptance of the e-learning system in the academic life of students is a fact. Therefore, many educational organizations use the e-learning environment for teachinglearning activities. The present study has been conducted to evaluate the awareness of the undergraduate students to ethics and to determine if there is a difference according to gender and academic level variables when using an e-learning system at Al-Balqa Applied University in Jordan. A self-questionnaire has been designed to measure the participant's awareness of ethics. It consists of 20 items classified in three ethical categories; Intellectual property rights, vandalism and Privacy. The results show that the awareness of students is low in all three categories regarding their commitment to the ethical issues when using an e-learning system. Result also show that there are no significant differences between undergraduate students' gender and academic level related to the awareness of ethical issues. Therefore, undergraduate students should be fully knowledgeable about ethical issues to avoid unethical behavior while using of the e-learning system.
I. INTRODUCTION
Technological development at this current stage requires university students to use the computer and the Internet to gain knowledge. This has made it easier for university students to access many sources of information that can be used in education. Through advanced technology, university students can submit assignments, send files, and access necessary academic information and other services. Despite the benefits of using technology for students, it can increase the chances of falling into unethical behaviors [1] .
The Education community has a belief that the traditional teaching-learning models do not meet the new challenges created by coming out technologies [2] . Therefore, many educational organizations turned towards the adoption of Information Communication Technology (ICT) to enhance their functions and goals. Nowadays, the quick growth of technology has changed the environment where life is affected by technology. The teaching-learning process relies on the employment of ICTs to achieve the educational goals by using e-learning [3] . Author of [4] stated that learning by facilitating and supporting through using ICT is an E-learning. Activities as managing data, storing information and sharing materials allow students and teachers to communicate and handle the assignments electronically and monitor the course through an e-learning system [5] . Besides, the distribution of study substances, evaluation of the capabilities of students and the enhancement of students through interaction between student and teacher is achieved through the use of ICTs in e-learning institutions. Recently, academic institutions are using elearning as an educational platform called Learning Management System (LMS) to its benefits as asynchronous and synchronous learning, improved communication and more collaboration [6] . Academic institutions use two modes of elearning. The first one is the Online mode where all activities are done through technology without using physical interaction between learner and instructor. The second one is the integration of face-to-face and online environments, known as a blended model [7] . In spite of e-learning advantages, it has aggravated the problems of cheating, plagiarism, and violation of privacy [8] . Furthermore, computer abuses, computer crimes, theft of data, equipment malfunctions, destruction from viruses, errors in handling and usage of data are ethical issues, which are considered to be threats to e-learning [9] .
Professional international computer groups such as the (ACM, IEEE, and others) have developed written codes of ethics and make them obligatory for the members to follow. This interest is proof of the importance of understanding ethics [10] .
This study aims to evaluate the student's awareness of ethics when using an e-learning system for the teachinglearning process. It explores if there is a difference in the awareness of the ethical issue when using the e-learning system according to gender and academic level variables. The paper is divided into six sections excluding the introduction section. Section II discusses the literature review. The research methodology is revealed in Section III. Section IV shows the result. Section V tackles the discussion, while the conclusion and recommendations are discussed in Section VI.
II. LITERATURE REVIEW
Chances for unethical behavior through students usually take place in e-Learning rather than traditional learning, which led the learners in e-learning to behave unethically [11, 12] . Ethical behavior is socially and morally acceptable, which is correspondent with right doings of the society [13] . In other words, ethics is a guide to making decisions about what is right and what is wrong.
Author in [14] has done a quantitative study to investigate the ethical issues that are related to the use of ICT by students at a higher education institution in the Eastern Capital province of South Africa. The number of undergraduate www.ijacsa.thesai.org students was 312 and they sampled with the use of a questionnaire. The survey highlighted plagiarism, Software piracy, and cheating impact issues. The author concluded that ethical issues have to be covered in the curriculum when the author found that students were not aware of ethical issues as plagiarism and software piracy.
Author in [15] has proposed a model to integrate ethics in e-learning through virtual academic Counsellor to improve the ethical values of students and suggested recommendations to be followed which will help to produce ethically qualified graduates.
Authors of [7] indicated that Through the respondents' opinion in online courses the majority of students using the elearning system conducted unethical behavior as cheating. Authors of [8] have examined cheating behaviors such as plagiarism among 47 undergraduate education final years students. They concluded that using e-learning is exacerbating the problem of cheating.
Author in [3] has done a study by using two questionnaires to study the code of ethics of teaching and learning for an elearning system. The results indicated that teachers and students have to be aware of ethics and its future ramifications when using the e-learning system and activities offered by its demand to be advanced. Moreover, many researchers mentioned academic fraud is a very common ethical issue in e-Learning, which is including assistance on examinations, plagiarism and the absence of an obligation to copyright [16] [17] [18] .
According to The National Survey of Student Engagement (NSSE), 59% of the United States students used e-learning programs have reported that they did some sort of academic fraud in their study, 27% did it very often while 32% often. [19] .
III. METHODOLOGY
In this paper, a self-questionnaire is used as a research instrument. The questionnaire has one part which evaluates the student's awareness of ethics when using an e-learning system. It contains 20 items, which have been obtained from the code of ethics. The code of ethics is the standard of behavior that guides decisions and actions, based on duties that have been derived from core values [20] . In this study, the authors use the principles reported by (ACM and IEEE) to evaluate the student's awareness of ethics. The authors categorize the 20 items into three categories; Intellectual property rights, Vandalism and Privacy. A five-point Likert Scale has been used ranging from 5 (strongly agree), 4 (agree), 3 (neutral), 2 (disagree) and 1 (strongly disagree), based on the main items.
The collected data are processed and statistically analyzed by using (SPSS) Version 22. Range of means and their standard deviations values are used to evaluate the student's awareness of ethics when using an e-learning system. Larger values of the mean indicate higher levels of ethical awareness and lower values implied lower levels of ethical awareness. The strength of the ethical awareness is categorized into three levels based on the values of means. The authors adopt the following standard to indicate the degree of students' awareness of electronic ethics while using e-learning. There is low, moderate and high when the mean value is ≤ 2.32, 3.66 -2.33 and ≥3.67, respectively. Range = (5-1) /3=1.33.
The reliability factor for the questionnaire is 0.85 which indicates a good level of reliability [21] . The questionnaire study has been applied to a random sample of 108 undergraduate students at Al-Balqa applied university (BAU). The BAU is one of the largest public universities in Jordan and has integrated e-learning in their degree program.
IV. RESULT
The objective of this study is to evaluate the student's awareness of ethics and if there is a difference according to gender and academic level variables when using an e-learning system at the BAU for the teaching-learning process. The random study sample consists of 108 undergraduate students, their specializations and degrees are different. The awareness of students is grouped into three categories: Intellectual Property Rights, Vandalism and Privacy. The results of Means, standard deviations and awareness of students for each element measured in this study as shown in Tables I-III. To determine if there is a difference awareness of ethical issue when using the e-learning system according to gender and academic level variables, ANCOVA variance analysis has been used and results shown in Table IV .
The Intellectual Property Rights consists of eight items. The items of this area are about copying and documentation. The values in Table I show that student's awareness is low for each item in this category. Table II shows the results for the Vandalism category which consists of seven items, related to acts to harm others such as sending malicious files or destroying others' data. The values show that students' awareness is low for each item in this category.
The last category results are showed in Table III , as well as the values of each item in this category is low to determine the student's awareness.
Analysis of (ANCOVA) test has been applied to determine if is there a difference in the awareness of ethical issues when using the e-learning system according to gender and academic level variables. A significant level of α < 0.05 is adopted for the study. As shown in Table IV , there are no significant differences between undergraduate students' gender and academic level about awareness of ethical issues. 
V. DISCUSSION
Results show that the level of awareness of the issues associated with ethics when using an e-learning system by students is low. The results show that the Category of "Intellectual Property Rights" obtains the mean value (1.58); the second category "Vandalism" with a mean value of (1.67). The last mean value is (1.62). The results of this study, which has been conducted on a random sample of the students at BAU, indicate that the awareness of students of their commitment to the ethics when using an e-learning system comes low in all categories. This indicates that the students have unethical awareness about the discussed issues these categories. In light of the study results, it has been found that there are ethical issues among students when using e-learning, and this is confirmed in the study of [22] who highlighted the existence of ethical issues when using e-learning.
The authors believe that the reasons for this comes result of several factors, such as the difference in students' backgrounds and culture to determine what is ethical or immoral in the elearning environment, lack of include ethics within the curricula, the digital division and the lack of a general policy from academic institutions clarifying the ethics of dealing with the e-learning environment.
The result also indicates that there are no significant differences between the undergraduate students' gender and academic level regarding their awareness of ethical issues. Where the level of significances (0.331,0.583) is higher than the level of significance (0.05).
VI. CONCLUSION AND RECOMMENDATIONS
The results of this study reveal that students at BAU have ethical issues when using e-learning system. To use e-learning system by the students within their academic period, the students should be fully knowledgeable about ethical issues to avoid unethical behavior. Authors of [23] discussed the inclusion of professional ethics topics in courses and developing e-learning on professional ethics so that students get an opportunity to understand and practice ethical www.ijacsa.thesai.org judgments in the various aspects of ICT work. On the other hand, authors in [24] reported there is a need for academic institutions to espouse guidelines and ethical policies for the e-Learning environment for preserving and supporting academic integrity.
The following are some recommendations for the institutions delivering e-Learning systems based on the results of the study:
 The inclusion of the subject of the ethical values as a seminar course within the student academic plan.
 The educational institution must build proper rules and policies for students involved in e-learning.
 The educational institution should adopt multimedia tools and monitoring tools in e-learning environment.
 Workshops or training must be held about ethical issues for students.
 Putting the necessary instructions on the optimal use of the e-learning system when student access his account to avoid any unethical behavior.
 Academic institutions should adopt a Code of ethics for their students when using the e-learning system seriously.
Finally, the study recommends the need to do similar studies on other universities in Jordan, intending to increase awareness and knowledge of ethical issues related to elearning system.
